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Why privacy law?

* I’'m an independent CRM consultant in the UK, working with US
and UK clients. | regularly see the differences in GDPR vs. non.

* | think privacy law is a positive thing for both donors and
nonprofits.

* It’s an opportunity to demonstrate that you take your position
as custodians of donor data very seriously.

* It can be used as a framework to improve your data: to get
resources for cleanup (= better metrics!), tracking donor
preferences and long-reaching consent (= increased
engagement!), and nailing down processes for acquiring,
storing and deleting data.



Common features of privacy laws

Lake,
ORI

Use of personal & sensitive info; risk of use for wrong things; rights for individuals ddS P
when they feel their info has been mishandled; keeping info safe and secure. 2025 Summit

Only using info for the Privacy policy - Data minimization &
purposes you say you’ll easy to find, easy retention policies (not
use it for (no secondary to read, covers all | storing everything “just
uses without consent) your activities in case”

R 8 RIOEEEE e Enabling Conducting risk assessments

constituents to before processing info for
opt out of having new purposes/with new
their info stored third parties

respond promptly to
constituent requests
(SARs) to view/amend/
delete info




Types of information (Oregon example)?

e
M b

« PERSONAL: daasp

» Address, email, DL or state ID number, passport info, bank accounts, logins, 2025 Summit

smart TV browsing history.

* SENSITIVE (consent usually required):

 Racial/ethnic background/national origin, religious beliefs, health conditions
including mental health, sexual orientation, gender identity, citizenship and
status, genetic & biometric data, status as crime victim, specific past/present
location info, personal info of a minor (under 13 yrs).
= Are you inferring gender from Title?

= Have you noted if someone’s language isn’t the primary language of your org? Does this
infer national origin?

= Does your email platform track geolocation? Can you turn it off?
= Have you noted names & genders of some prospect’s/board member’s/donor’s children?



e
M s

aasp

2025 Summit

Public vs. personal information (Oregon)?

“For example, if a nonprofit entity generated a prospective donor
mailing list using property records, that list would not be “personal
data” even though it consisted of a person’s name and address.
However, combining information from the property records with
data about that donor from your internal records (ex: race, gender,
health information, etc.) would turn that ‘bundle’ into personal
data, since you are mixing public and private data to create an

identifiable profile about a person.”

* You have to weigh risk/benefit for each piece of personal info you store.



Snapshot: state patchwork, federal
situation; Al regulation




Current situation in a nutshell
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Federal

Photo by Luiémi Sanchez oannspIash




State privacy laws
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There are now 19, of which 7 do not exempt nonprofits.

Watch out for amendments! MT has removed exemption for most NP types.

Comply if # records of individuals (from all sources, not just CRM) processed
per calendar year exceeds a threshold.

Fines for non-compliance (ie. $7,500 per violation, if 100 individuals in a
complaint then potential $750,000 fine).

New laws have temporary “cure” period to resolve violations (ie. fix issue in
45 days vs. immediately). CT expired 1/1/25. OR expires January 2026.

* Oregon now has a FAQs page specifically for NP! © doj.state.or.us/consumer-
protection/for-businesses/privacy-law-fags-for-nonprofits/
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State privacy laws
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State and date effective a a s I _
2025 Summit

2024

2023

2022
2021

2020

Kentucky (1/1/26), Maryland (10/1/25), Minnesota (7/31/25), Nebraska
(1/1/25), New Hampshire (1/1/25), New Jersey (1/15/25), Rhode Island
(1/1/26)

Delaware (1/1/25), Indiana (1/1/26), lowa (1/1/25), Montana* (10/1/24),
Oregon (7/1/24), Tennessee (7/1/25), Texas (7/1/24)

Connecticut* (7/1/23), Utah (12/31/23)
Colorado (7/1/23), Virginia (1/1/23)

California PRA (1/1/23) and amendment to the CCPA (1/1/20)

Bold = nonprofits not exempt. *MT and CT amended 2025; MT non-exemption starts 10/1/25.
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US State Privacy Legislation Tracker 2025

Statute/bill in
legislative process

. Introduced

. In committee

In cross chamber
In cross committee
Passed

. Signed

. Inactive bills

No comprehensive
bills introduced

€D Last updated 7 July. 2025
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Federal
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 Bipartisan proposal in last congress didn’t succeed (American 2025 Summi

Privacy Rights Act).

* House Energy & Commerce committee working group on privacy
law, aimed at unifying approach before next proposal.?

* No comprehensive privacy proposals so far in 119" congress.

 Subject/sector specific bills instead (children online,
financial/banks, home buying, genetic data).

* When it comes, likely to mirror state laws but might pre-empt
them and have some degree of Private Right of Action.
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Al regulation e N H

* Increasingly treated by state privacy law, might not be separate aaSP
legislation. 2025 Summit

* Oregon has issued advice: doj.state.or.us/media-home/news-media-
releases/ag-rosenblum-issues-guidance-on-ai-for-oregon-
businesses/

* Specific Al governance laws: California (1/1/26), Colorado (2/1/26),
Utah (5/1/24 & 5/7/25), Texas (1/1/26). See next slide.

* Connecticut working on providing guardrails for development of Al.
Incentivizing Al for good.3

 State lawmakers working together to understand it and looking at
challenges ie. What happens with Al models when an individual
requests their data is deleted/amended??

13
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US State Al Governance Legislation Tracker 2025

Statute/bill in
legislative process

. Introduced

In committee

In cross chamber

In cross committee

. Passed

Signed
Inactive bills

No comprehensive
bills introduced

¥) Last updated 1 July. 2025

overnance-legislation-tracker
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How do'we figure out which
state laws we're supposed to
comply with?
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What affects your org? The long route.

1. Figure out which state laws apply & which international.
i.  Where your constituents reside (ALL of them, not just the active ones).
ii. Identify states (& countries if applicable) and total # in each.
iii. Also consider where you have operations.
iv. Any crossover with HIPAA and FERPA that you are already compliant with.
v. If you get state/federal funding check each law as some variances.

2. Of the ones that apply, identify the most cautious one:
i.  Which has lowest threshold for compliance (# records from all sources).
ii.  Which has shortest response time for requests from constituents (SARs).
iii. Which is most comprehensive.

3. Then use it to identify compliance gaps in your current setup.

16



What affects your org? The shortcut. e .
3asp

1. Choose to comply with a state law with good guidance & .
2025 Summit

resources — ie. Oregon, Colorado.
Make the threshold 25k (Montana).

Make the response time 10 business days (you get around 45
days but you should respond to initial requests promptly).

4. Be ready to comply with browser global opt outs/Universal
Opt Out Mechanisms (Delaware, Oregon).

5. If you have constituents overseas use GDPR for them (please
continue to contact them; you can do it in a compliant way!).

17



Some
enforcement
stories...
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(Very) rough timeline of enforcement e
3asp

e Starts with light touch letters to companies and orgs that AG’s _
2025 Summit

office has identified as not compliant. Might focus on specific
industry, size of business, type of violation etc.

 States “often focusing on sectors with high consumer impact or
practices that have been brought to light by consumers and
others”.#

* Absolutely possible that NP could become a focus.
= Then official notices.
= Non-public fines and their settlements.
= Public complaints and their settlements.
- awsuits.

19
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e Sephora (2022), DoorDash (2024), Todd Snyder Inc (2025), Healthline aasp
Media (2025). 6-7 figure settlements. 2025 Summit

e Behaviors included:

» Did things with personal data that they hadn’t said they did in privacy policy;
gained money from doing this.

e Didn’t give consumers opportunity to opt out of this.
e Required ID from consumers when they wanted to opt out.
* Didn’t ensure third parties honored opt-outs or wouldn’t sell info on.

* Settlements included changes to privacy policies and processes, 2-3
year compliance programs, training, assessment of third parties.

e 2026: portal for CA consumers to request deletion of their data from
registered data brokers.

20
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Connecticut®

* Actively processing complaints received from consumers. Some
confusion in complaints over what constitutes publicly available info.

* OAG also started reviewing PP of specific companies, issuing notices.

* Behaviors: not responding to requests to delete info or refusing
requests; having non-compliant privacy policies.

e Cure period expired in January so notices require immediate action.
* No publicized fines and settlements yet but it’s early days.

 Amended law this year to close some gaps. (Didn’t remove the NP
exemption although an internal review recommended this).

21
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Oregon’

 Started with data brokers; letters to those with non-compliant PP.

* Launched a complaint portal for consumers. Up to March this year
157 complaints received, 7 about NP.

* Behaviors: problems with exercising right to delete info; non-
compliant PP.

* Cure period expires Jan 2026.
* Will be starting to enforce global opt outs in 2026.




Texas st H

* Moving fast! Major settlement with Google; suit ongoing against aaSP
23andMe.? 2025 Summit

* Tracking and collecting geolocation, incognito searches and biometrics; selling
genetic data.

* Texas report: “77% of respondents were very concerned with how
businesses use their data”4.

* First lawsuit in the nation under comprehensive privacy law. Texas AG
wants a jury trial.®

 Arity (subsidiary of Allstate) paid mobile apps to conceal tracking software on
customer devices. It collected driving data that was used to justify increasing

rates when customers bought insurance. Allstate did not notify consumers
about the tracking or obtain their consent.

* Precise geolocation data is sensitive info under Texas law.

23



Lessons (1 of 2) e H H
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* The types of personal and sensitive info you collect and why you 2025 Summi

collect them should be declared in your privacy policy.

* The places you collect this information should also be declared
(donation forms, ticketing platform, membership signup, alumni
portal, event signups etc).

* Must give constituents a mechanism to opt out (that is easy to
find, straightforward, mobile compatible, error-free) and respond
promptly to requests.
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Lessons (2 of 2)

 Also declare the third parties you share data with (CRM hosts,
donation platforms, cloud storage, finance systems, events etc).

* If you use screening services you should say so in your privacy policy.

* If you're looking at using new third parties to screen/store your data
(ie. any new CRM or other app, any new screening service) do a risk
assessment to identify gaps in security, surplus info that shouldn’t be
shared, which records exactly will be shared, who will have hands on
it etc. Examine provider’s PP and security policies as part of this.

* Weigh risks and benefits of each sharing activity before you do it.
* Easier to prevent than try and put the worms back in the can later.

25
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* Org X shares 10k records of alumni with a wealth screening service aasp
that includes personal info (DOB, address, employer, marital status). 2025 Summit

* Screening service experiences a data breach and 2,000 records are
compromised.

* 100 constituents read about the breach in the news. 10 of these
worry enough to call in.

* Org X has to admit that it didn’t do risk assessment of sharing info
and didn’t review wealth screening company’s security and data
handling policies. It also hadn’t previously disclosed in own PP that it
would share info it collected with third parties.

* 500 of the constituents reside in Colorado. Its AG decides to press
charges against Org X.

Scenario 1: screening service data breach

27



Scenario 2: well-intended info sharing ‘H
* Org Y has an income stream from memorial fundraisers. The process aaSP
for handling these hasn’t been formalized. 2025 Summit

* The organizer of a particularly successful fundraiser calls in, asking
for a list of donors so they can thank them personally.

e Staff share a list of donors, contact info and donation amounts.

* One of the donors calls in, not about their donation but concerned
that their contact details and giving were passed on to a non-
employee of Org Y. They just so happen to be a major prospect. They
also decide to try out their state’s new privacy complaint portal.

* Org Y then has to redirect resources to apologize, work out what
went wrong, formalize their memorial fundraiser process, update
their privacy policy, train staff, send letters to everyone the
fundraiser contacted and ensure the shared list is deleted.

28
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Scenario 3: third party bad behavior

* Org Z hosts a networking event for its alumni.

* Event signup form includes employer details, role and work email. It doesn’t
disclose what this information will be used for or with whom it will be shared.

* At the event, the org shares an attendee list with everyone.
* One attendee decides to use this list for their own company’s marketing.

* This person is later investigated by their employer for acquiring leads from
unapproved sources. It is traced back to Org Z, who then has to apologize to
event attendees for sharing their info without notice and not giving them a
chance to opt-out.

» 1 person affected decides to file a Private Right of Action under California privacy
law. This fails on a technicality but it draws attention from the New Jersey AG
who then investigates the incident and decides to press charges against Org Z.

29
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Constituent preferences ‘I P
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* You have a place in your CRM (and email platform) to store these.
2025 Summit

» Ask for them at every opportunity.

* Footer of every email.

 New donor thanks (and in subsequent emails reiterate what they have
chosen to hear from you & when).

* Event signup forms.

* Alumni info update forms.
* Membership forms.

* Ticketing forms.

* You can use them to segment/target communications.
* Shows you’re listening.

31



Constituent preferences - example sl
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Email from The Wildlands Conservancy: 2025 Summit

We hope this message finds you well! As a valued member of The Wildlands Conservancy
community, we want to ensure you're receiving the information that matters most to you. We send
regular updates, about once a week, from around the preserve system about:

o Conservation News: Learn about the important work we're doing to protect natural
landscapes.

» Free Public Programs: Discover outdoor activities, educational events, and volunteer
opportunities across our preserve system.

* Ways to Get Involved: Stay informed about how you can support our mission and make a
difference.

We know inboxes can get crowded, so if you'd like to receive fewer emails or tailor what you hear
about, you can easily adjust your preferences. Just click "Manage email preferences" at the
bottom of this email.

If you need a break, you can unsubscribe at any time and rejoin whenever you're ready.

32
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Privacy policies/privacy notices

 Comprehensive but well-written in clear, jargon-free language.
* Easy to find (footer of every web page & email).
* Everyone in your org is on board with it and uses it as a rulebook.

* Reviewed annually and before any major changes (ie. using a new app or
tech supplier, handling new datasets, using Al for analysis).

* Bookended with contact details.

* Utilizes sections, table of contents with anchors/jump-to-top shortcuts.
* Mobile friendly, searchable, compatible with screen readers.

* Doesn’t include stuff you don’t do.

33



Sidebar: When is a PP not a PP~ e
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* Privacy policy link downloads a PDF!!! :
2025 Summit

* Privacy policy on email signup form is a link is to the privacy policy
of the email provider itself.

* Policy is inadequate/brief/looks like it was copied from another org.

* Policy has not been updated in several years (has the org really not
done anything new with data in that time?).

* Alumni update form requires upload of govt ID but has no link to a
policy for this.

e Contact me for a list of examples, good and bad.
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Data minimization
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* Limit data collection to what is adequate, relevant and .
2025 Summit

necessary to serve purposes contained in privacy policy.
* Know what you have and why you have it.

* |dentify publicly available info, personal info, sensitive info,
inferred info.

* Have a process for deletion of info you don’t need.

* ie. Public, delete in 1 month; private with consent to store, delete in X
years depending on what used for.”

e Less data = less risk, less costs.
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Processes, Processes, pProcesses

* Documented processes for data entry that staff follow and know how
to find; good awareness of what data shouldn’t be entered.

* Published retention policy that feeds into scheduled cleaning
protocols: ie. “delete this group of records in 1 year if not engaged.”

 Step by step process for sharing with third parties. Risk assessment,
understanding what third party will do with data, task reminder to
follow up with them when activity complete.

e Don’t hand this all off to IT or DBM. Needs all stakeholders on it.

* Time and resources given to staff to complete regular cleaning and risk
checking. It’s not a “nice-to-have” once everything else is done. It's #1.
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Thanks for listening! Let’s connect! el
3asp

e amy@amydaultrey.com (add me to contacts & check your 2025 Summit

spam folder if you don’t see my reply)

e LinkedIn: @amydaultrey

* Traffic light data entry system, state law tracker, loads of
other resources and links: amydaultrey.com/resources

* Track state legislation: iapp.org/resources/article/us-state-
privacy-legislation-tracker/

* Track federal legislation: iapp.org/resources/article/us-
federal-privacy-legislation-tracker/
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1 https://www.doj.state.or.us/consumer-protection/for-businesses/privacy-law-fags-for-nonprofits/
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Thank you for your attention!
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