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AD.

Disclaimer: answers given in Q&A are my own opinion and not legal expertise. Please seek legal
guidance specific to your organization.

Questions from Privacy Law session at AASP Summit 12% September 2025

Q: We ask for government IDs to process alumni updates and transcript requests. Are you saying we
shouldn't be doing this?

A: No, but do ask if there is a less risky way of confirming someone's identity. Like, how much is ID
fraud really a problem from your alumni body? If it is, or you are required by your organization’s
policies to see government ID then it's essential you do a risk assessment of this process, and
document that you've done this. This includes reviewing the data handling of the company that does
the uploads for you, making sure you've understood how long they keep the IDs for, where and how
they're stored, that they aren't shared with anyone. Essentially you're proving that the benefit of
accurate identification outweighs the risk of these ID images falling into the wrong hands.

Q: Is there a political angle to which states are not exempting nonprofits? Are they falling along
political lines?

No, | think so far these laws have been remarkably apolitical, so that can't be used to predict what
remaining states will do (those that don't yet have comprehensive privacy law). Texas is a good
example of this.

Q: I'm from a university foundation in Montana. This is all sounding familiar because we have just
been preparing for the law change in October. We had only 5 months to prepare! We have a 501(c)3
and the university sharing information. My question is can we still share info? How do we do it and be
compliant with the new law?

| think this comes down to being able to prove that you have taken all steps to make sure this sharing
is done carefully. So, a documented policy on data sharing, like exactly what types of info are shared
and why, for what purposes, how long are the shared records kept for, how you'll monitor good
practice and so on. And this is not a set and forget, it’s a living document that staff and new hires have
to adhere to. If (or maybe when!) the Montana attorney general’s office decides to look at nonprofits
you’'d be able to demonstrate that you take care to ensure your practices are appropriate,
proportional and necessary.
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