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Elements of a good privacy policy (and examples of bad ones) 

Having an up to date, comprehensive privacy policy/privacy notice at your organization is a key 

principle of US state privacy law. Below are the elements I believe make up a good privacy policy, 

and examples of bad ones. As ever, opinions are my own and do not constitute legal advice. 

What makes a good privacy policy 

• Comprehensive but well-written in clear, jargon-free language. 

• Easy to find (footer of every web page, every digital form, every email you send). 

• Explains how quickly a constituent can expect a response to any privacy enquiries. 

• Everyone in your organization is on board with it and uses it as a rulebook. 

• Reviewed annually and before any major changes (using a new app or tech supplier, 

handling new datasets, using wealth screening services, implementing AI for analytics). 

• Bookended with contact details. Bonus: have a dedicated privacy@ email address and 

phone number or even a named privacy officer. 

• Utilizes sections, table of contents and anchors/jump-to-top shortcuts. 

• Mobile friendly, searchable and compatible with screen readers. 

• Doesn’t include stuff you don’t do (carries risk and uncertainty). 

When it goes wrong: examples of bad privacy policies 

• Privacy policy link on website is a PDF download link. This signals a box-ticking exercise 

and also fails privacy law compliance. 

• Privacy policy link on email signup form is actually a link to the privacy policy of the email 

provider itself. I saw this on an organization using Constant Contact. The link was to the 

policy for clients that use Constant Contact, not the end recipients of emails passed 

through their platform. Again, a box-ticking exercise coupled with misunderstanding. 

• Policy is inadequate/brief/looks like it was copied from another org. Compact is good, 

inadequate is not. It’s ok to copy another policy but you must customize it to your 

organization’s activities and run it by legal counsel. 

• Policy has not been updated in several years. If the update is not within the past 18 

months we have to ask, has the org really not done anything new with data in that time? 

What are they doing that they haven’t disclosed? With this comes risk of penalty – doing 

things with data that weren’t disclosed in advance has been a common thread in privacy 

law enforcement activities over the past 2 years (California, Connecticut, Texas). 

• Alumni update form requires upload of government ID but has no link to a policy for this 

activity. It’s personal and sensitive information so you must explain why you need it, how 

long it is retained for, whether it is shared and with whom, and any alternative methods 

constituents can use to achieve the same outcome. If you are relying on a third party to 

process and verify the uploads, don’t take their word for it that they delete the IDs when 

they say they do. Require evidence and do a proper risk assessment of the potential for 

the third party to fall victim to a data breach. 

• Contact me if you’d like a list of example websites (not something I publicly share!). 


