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Lessons learned from GDPR implementation by nonprofits in the UK:  

how does US state privacy law measure up? 

The EU GDPR was implemented in 2018 and affected all sizes of nonprofit organizations. In 

2022, observing the growth of state privacy law in the US, I wrote about the lessons that could be 

learned from GDPR implementation in the UK, and how these could help US nonprofits prepare 

for the new legislation. In 2026, it seems like a good time to take stock of how implementation is 

going and whether any of my predictions have come true. As ever, opinions are my own and do 

not constitute legal advice. 

Lesson 1: No official guidance specifically for nonprofit sector; it arrived too late. 

In the UK, official guidance for charities finally arrived just 2 weeks before the May 2018 

deadline. Obviously this was too late to be useful. 

20 US states now have comprehensive privacy law. To my knowledge, only Oregon has provided 

specific guidance for nonprofits. Thankfully they’ve done it very well. For the 19 other states it’s 

fair to say that guidance is lacking and it’s left to organizations to figure it out for themselves. 

It’s important to note that while GDPR affected every size of organization, most state privacy laws 

have a threshold for number of individuals’ information processed per year, thus (in theory) only 

impacting larger organizations, who (in theory) have the resources to figure out the steps to 

compliance - see also lesson 3 below. 

Lesson 2: Charities took an overly cautious approach. 

There was a lot of emphasis on determining the legal basis under GDPR for having constituent 

data. Lacking guidance, misunderstanding of this concept abounded. Could “inactive” 

constituents be reacquired through “refreshing” their consent? Should they be deleted? How 

much risk did an organization want to take on by using “best guess” to interpret the regulation? 

Nonprofits watched what each other were doing and in many cases made unnecessary changes. 

Notably, one major charity deleted a massive chunk of its supporter database. 

I’m not seeing these kind of stories yet in the US and would guess that a cultural difference is at 

play. The US has long been the “wild west” of data free-for-all (and yes I know there are historic 

federal laws but none have been comprehensive privacy legislation). With a widespread habit of 

harvest-and-hoard, wholesale deletion of records to achieve compliance is hard to imagine. 

There is one interesting exception. Since most states have a threshold for compliance I am sure 

that more than one organization has seriously explored record reduction as a way to avoid having 

to comply. I was asked at the 2023 AASP Summit whether consolidating certain donors in a CRM 

on one record would reduce overall record count (that’s a firm no), so finding clever ways around 

volume of information is definitely out there as an idea. It’s worth noting that focusing on record 

count misunderstands the premise of threshold privacy law: it’s not about the size of your CRM. 

It’s about the number of individuals you process in a year, wherever you store their data – 

https://www.amydaultrey.com/white-paper.html
https://www.amydaultrey.com/white-paper.html
https://www.amydaultrey.com/white-paper.html
https://www.doj.state.or.us/consumer-protection/for-businesses/privacy-law-faqs-for-nonprofits/
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including email accounts, payment platforms, event platforms and apps, paper records and 

miscellaneous spreadsheets. 

Lesson 3: There was an unprecedented strain on resources. 

It cost time and money for UK organizations to understand the GDPR, inspect their records and 

other stores of data, communicate with supporters and (if applicable) appoint a data protection 

officer. 

Although state privacy laws don’t have the scope of GDPR I have no doubt that compliance 

presents a resource issue for nonprofits. I have heard anecdotally from attendees at the 2025 

AASP Summit that the short lead-in times to compliance (typically one year, and just 6 months to 

pivot and respond to an amendment in Montana) have been particularly challenging. 

Whilst state lawmakers have assumed that applying a threshold would reduce the burden on 

organizations with smaller volume of data, they have also assumed that organizations over the 

thresholds naturally have adequate resources to comfortably achieve compliance within a tight 

window of time (and without any official guidance on how to do so). It’s a massive assumption 

that has real impact on resources at a time when nonprofits are being pulled in many directions. 

Lesson 4: There was increasing donor fatigue as the deadline approached. Bombarded 

with consent notices in their inboxes, it became very easy for individuals to overlook any 

that required a response. 

If you are a consumer of a US corporation you will at some point have received a privacy notice 

email. It will explain something about your rights to opt out of processing and delete your data. 

Imagine a version of this that also tries to explain the complicated legal basis under which 

information is processed and possibly require a further action from you to opt in to continued 

communications. 

As the GDPR deadline approached there was a deluge of notices from both corporations and 

nonprofits of all sizes. Some people took it as an opportunity to purge communications they 

couldn’t remember signing up for. Messaging in the notices was mixed and some required further 

steps that will not have been followed (even requiring a recipient to log in to update their 

preferences – an absolute no-no). 

I have witnessed how US nonprofits are in some cases trying to get out in front of donor 

preferences and engagement (sending privacy-specific notices inviting feedback and choices, for 

example), and in other cases doing nothing differently. There does not yet appear to have been 

an overwhelm of notices as happened in the UK. However, if a federal comprehensive privacy law 

is ever passed I would expect this to change. All bets point to such a law copying state precedent 

so it could have a short lead-in time and nonprofits would get caught in the mix with corporations. 

I would expect donor fatigue to follow and those organizations that are not already on top of 

managing supporter preferences will be hardest hit. 
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Lesson 5: No follow up. Consent was refreshed but no plan on what to do next. 

As UK organizations adapted to GDPR compliance and recovered from the effort to meet the 

deadline, for some there was a missed opportunity to thank supporters who had responded to 

privacy notices. “Refreshing” consent (re-establishing an opt-in to processing and contact) is a 

positive supporter engagement action. In data terms it’s golden. With no plan in place on what to 

do with all those engaged supporters, an opportunity slipped by. 

I have encountered the “fix and forget” approach in conversations with US organizations and 

would caution anyone who is being pushed by their leadership to achieve compliance and move 

on, to push back. Compliance is ongoing and with it come moments to thank supporters and 

nurture their engagement with your cause. Doing so demonstrates a commitment to consumer 

rights and security of their personal information and shows you can be trusted. 

Furthermore, following a goal approach and not making compliance an ongoing activity risks 

failing to comply altogether. Consider the trend noticed by the Washington Post in April 2025 that 

companies were sending privacy notices but not actually complying with the steps they set out for 

themselves (worth noting this was before the landmark cases later in 2025 in California and 

Texas that set the tone for privacy law enforcement). Nonprofits are always held to a higher 

standard and while I hope that I never see an article exposing this behavior in our sector, it feels 

somewhat inevitable. 

Lesson 7: A focus on consents overlooked wider issue of data retention and breach risk. 

With GDPR, the key focus was on supporter consent. There are other key principles of course, 

just as there is with US state privacy law. With the latter, the acquisition and retention of personal 

information, and being able to respond appropriately to requests to correct or remove it, are 

crucial. This includes interrogating spreadsheets, paper files, data in smart phone apps - 

examining all the ways in which personal data is being acquired, stored, shared and could 

potentially be breached. I do not think the concept of good data retention practices has matured 

yet in the US, despite it being enshrined in several state privacy laws. There is a long way to go – 

organizations that are embracing data minimization are well equipped to adapt to new 

legislation. 

Lesson 8: Scammers preyed on the uncertainty. 

In the months leading to the GDPR deadline in the UK there were plentiful bogus “certification” 

schemes and suddenly everyone was a GDPR expert-for-hire. We can assume that organizations 

that panicked were more likely to fall victim to these scams. There are now legitimate 

certification schemes and qualifications so the scammers have moved on to promoting a “non-

compliance register”. Preying on fear, it accuses organizations of breaching the regulations and 

threatens risk of penalties unless they respond. 

An interesting situation has evolved in US states with privacy law that allow consumers to use an 

“authorized agent” to send requests to organizations on their behalf for data correction and 

deletion. Naturally where there is money to be made bad actors will follow. In some cases these 

https://www.washingtonpost.com/technology/2025/04/01/data-privacy-laws-ignoring/
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agents are being dishonest about what they can do and sharing unencrypted information 

unnecessarily. This latter issue means the recipient company is in possession of personal 

information they didn’t previously have, contravening their own data handling policies. An article 

in early 2025 from the IAPP called out this dodgy practice and noted that a privacy law at federal 

level would be a helpful remedy.  

Lesson 9: If you’re already on top of donor preferences you are well prepared. 

The winners in GDPR implementation were those organizations which had already been 

managing supporter preferences well – recording when consent was obtained and where it came 

from, and prioritizing this as an engagement tool. 

US organizations that are already on top of good data retention practices and providing 

supporters with ample, fully functioning ways to opt in/opt out/express preferences are well 

placed to adapt to current and future privacy laws. There is much more to say about the 

opportunities to be had in compliance – see my various presentation slides for arguments you 

can share with your leadership if they are struggling to prioritize it. 

https://iapp.org/news/a/some-authorized-agent-providers-are-selling-privacy-snake-oil-and-why-it-needs-to-stop
https://iapp.org/news/a/some-authorized-agent-providers-are-selling-privacy-snake-oil-and-why-it-needs-to-stop
https://www.amydaultrey.com/privacy-law.html#presentations

